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Introduction

With the development of sophisticated technologies and the digi-
tization of society, cyber security has become an important issue at
the national, societal, and individual levels. In other words, as a re-
sult of the growth and spreading of computer networks into whole
aspects of life, cyber security is no longer a “special” and “extraor-
dinary” issue but a kind of security much embedded into the every-
day realities of people, states, and non-state actors (Cavelty, 2010a).
While an increasing number of countries are adopting cyber security
strategies, each individual must develop their own strategy to pro-

tect herself or himself against cybersecurity challenges in everyday
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life. Cybersecurity culture is considered that kind of individual strat-
egy. This is why this relatively recent concept in academic literature
is gaining more and more prominence in practice and academic re-
search. Its emergence induced academic curiosity about an adequate
theoretical perspective for researching and explaining the concept.
The reciprocal determinism model of security culture (RD model
hereinafter), derived from Social Cognitive Theory (SCT), appears to
be one of the potentially valuable frameworks. Its significance relies
onthe interdependence of three key factors: organizational, psycho-
logical, and behavioral, which capture the usual elements of securi-
ty culture in general and, so, cyber security culture. This paper seeks
to, through the systematization of the application of the RD model in
cyber security culture research, indicate itsimportance and potential
scope for a deeper understanding of this relatively new concept. At
the same time, adequate theoretical framing and a clearer definition
of the concept elements will contribute to the possibility of develop-

ing and improving cyber security culture on a practical level as well.

The improvement of cybersecurity culture becomes more and more
important when we consider the potential cyber risks to which we
are exposed on a daily basis, which most often come from the on-
line sphere, which has become an integral part of our lives, wheth-
er through work, study, or entertainment. This also applies when it
comes to the functioning of critical infrastructure, which is impos-
sible without the Internet and a complex system of electronic com-
munication connections (e.g., healthcare facilities, energy plants,
banks, traffic infrastructure, etc.). In all these cybersecurity consid-
erations, humans are the weakest link, as they could be potential tar-
gets of cyber attacks or even unknowingly participate in a cyber at-
tack (Von Solms and Van Niekerk, 2013). Positioning this issue in the
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broader context of cyber security, it could be said that the common
characteristic of different definitions of cybersecurity is that they try
to be holistic and to include human aspects (The International Tele-
communications Union (ITU), 2008; Von Solms and Van Niekerk, 2013;
Schatz, Bashroush and Wall, 2017), which is actually the main differ-
ence between the notion of cyber security and information security.
Speaking about these differences, it should be emphasized that cy-
ber security goes beyond the boundaries of information security to
include not only the protection of information resources but also that
of other assets, including the person himself or herself (Von Solms
and Van Niekerk, 2013).

This fact that the human factor is decisive for cyber security—peo-
ple’s behavior, awareness, knowledge, beliefs, and attitudes made
socio-psychological theories often used in cyber security culture re-
search and cyber security in general. For example, some researchers
combined institutional theory and protection motivation theory in ex-
ploring security awareness through the lenses of cybersecurity cul-
ture (Andronache, 2021). Other authors explored the impact of protec-
tion motivation theory and general deterrence theory on active cyber
defense (White, 2017). Technology threat avoidance theory (TTAT) is
also a valuable framework for understanding individual threat avoid-
ance motivation and behavior, which s a critical componentin design-
ing effective cybersecurity solutions for both users and organizations
(Carpenter et al.,2019). So it is also used in researching the coping re-
sponses of employees to a cyberattack, especially concerning human

and emotional aspects of cybersecurity (Stacey et al., 2021).

It can be concluded that a specific field such as cyber security very

often requires the integration of theories closely related to cyber
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security and socio-psychological theories, which elucidate that very
important human aspect. That’s why many authors emphasize the
need for an interdisciplinary approach in cybersecurity and cyberse-
curity culture research, combining information systems theories with
social science theories like the Theory of Planned Behavior (TPB),
Rational Choice Theory (RCT), Protection Motivation Theory (PMT),
Theory of Reasoned Action (TRA), and Social-Cognitive Theory (SCT)
(Hanna, 2020; Maalem Lahcen et al., 2020; Rohan et al., 2021; Ogden,
2021; Georgiadou et al., 2022). Those are, of course, valuable insights
and recommendations for future research, but the state-of-the-art,
as evidenced in the literature, shows that researchers usually study
cybersecurity culture by assessing its level through surveys without
relying on a concrete theoretical framework. For now, SCT, because
of the compatibility of its RD model (a triad of factors: organizational
(environmental), psychological (cognitive), and behavioral) with usu-
al cybersecurity culture elements, appears to be the most adequate
to fulfill this gap. From these insights arises the research question of
the paper: What is the theoretical relevance of cybersecurity culture
research through the RD model, and what are the potentials for prac-

tical improvement of cybersecurity culture by applying this model?

In order to answer the research question, first the theoretical basis
in the subject field will be analyzed: academic thematization of cy-
ber security, current knowledge, and scope of research on the con-
cept of cybersecurity culture. Then, the basics of SCT and the RD will
be presented, along with an overview of their applications in securi-
ty culture research. Based on the summarization of the literature re-
view and content analysis of existing cybersecurity culture models,
the central part of the paper will provide an overview of the cyberse-

curity culture models based on reciprocal determinism.
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Cyber Security:
Theoretical

Considerations

Social, political, and technological developments that transform our
daily lives but also shape the reality of security are, at the same time,
key factors in the growing importance of the field of cyber security.
Following the introduction of personal computers in the 1980s, when
the term cyber-crime was born with the development of cyber-coun-
terculture,” and then the 1980s and 1990s, when the debate on cy-
ber threats was influenced by the post-Cold War strategic context, it
is clear that cyber security actually evolved in line with the informa-
tion revolution (Cavelty, 2010a). Today, as a result of the growth and
spreading of computer networks into whole aspects of life, cyber se-
curity is no longer a “special” and “extraordinary” issue but a kind of
security much embedded into the everyday routines of people, states,

and non-state actors (Cavelty, 2010a).

Speaking specifically about the definition of the term cyber securi-
ty, many authors tried to provide a more complete and clearer defi-
nition by realizing the shortcomings of the existing definitions. Some
of them find that the term is used broadly and that its definitions are
highly variable, context-bound, often subjective, and, at times, unin-
formative (Craigen, Diakun-Thibault, and Purse, 2014). They argue that
the absence of a definition that captures the multidimensionality and
interdisciplinarity of cybersecurity potentially impedes technological
and scientific advances by reinforcing the predominantly technical
view of cybersecurity (Craigen, Diakun-Thibault, and Purse). So, they
provided, as they say, an inclusive, meaningful, and unifying definition

381



that could fill this theoretical gap: “Cybersecurity is the organization
and collection of resources, processes, and structures used to pro-
tect cyberspace and cyberspace-enabled systems from occurrenc-
es that misalign de jure from de facto property rights” (Craigen, Di-
akun-Thibault, and Purse, p. 17). Others claim that the goal of cyber
security is to secure those that function in cyberspace, whether in-
dividuals, organizations, critical national infrastructure, societies, or
nations. Relying on that position, they define cyber security “as the
protection of cyberspace itself, the electronic information, the ICTs
that support cyberspace, and the users of cyberspace in their person-
al, societal, and national capacities, including any of their interests,
either tangible or intangible, that are vulnerable to attacks originat-
ing in cyberspace” (Von Solms and Van Niekerk, 2013, p. 101).

A group of authors also conducted an interesting review and con-
tent analysis of cyber security definitions classified into three main
categories: industry definitions, government and nation-state defi-
nitions, and academic definitions, and as a result, they created a new
definition comprising the key terms identified (Schatz, Bashroush, and
Wall, 2017). According to them, “cyber security refers to the approach
and actions associated with security risk management processes fol-
lowed by organizations and states to protect confidentiality, integrity,
and availability of data and assets used in cyber space. The concept
includes guidelines, policies, and collections of safeguards, technol-
ogies, tools, and training to provide the best protection for the state
of the cyber environment and its users” (Schatz, Bashroush, and Wall,
2017, p. 66). In addition to the academic definitions, it should also be
mentioned the approach that the International Telecommunications
Union (ITU) advocates. It defines cyber security as “a collection of

tools, policies, security concepts, security safeguards, guidelines,
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risk management approaches, actions, training, best practices, as-
surance, and technologies that can be used to protect the cyber en-
vironment, organization, and user’s assets” (ITU, 2008, p.). It could be
said that the common characteristic of the above definitions is that
they try to be holistic and to include human aspects, which is actually
the main difference between the notions of cyber security and infor-

mation security.

Regarding these differences, it should be emphasized that cyber se-
curity goes beyond the boundaries of information security to include
not only the protection of information resources but also that of oth-
er assets, including the person himself or herself. So, in cyber securi-
ty, humans are considered potential targets of cyber attacks or even
unknowingly participating in a cyber attack, while in information se-
curity, reference to the human factor usually relates to the role(s) of
humans inthe security process (Von Solms and Van Niekerk, 2013). But
what is common both to information and cyber security measures is
the goal of ensuring confidentiality, integrity, and availability of infor-
mation (Stoneburner, 2001; ITU, 2008). Briefly, it should also be said
that the three main types of cyber threats are cybercrime, cyberter-
rorism, and cyberwar (Cavelty, 2010b), but cyberbullying could also
be added (Kaur and Ramkumar, 2022). Then, regarding cybercrime, ac-
cording to the UK’s Crown Prosecution Service (CPS), there are two
broad categories: cyber-dependent (e.g., hacking, malware, denial of
service) and cyber-enabled crimes (financial fraud, phishing, pharm-
ing, extortion) (CPS, 2019).
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The Concept of
Cybersecurity Culture

Academic literature, but also the everyday reality we live in, shows
that changes and development of the concept of security culture are
conditioned by changes in security reality. Transformations in the un-
derstanding and manifestations of security culture, especially hap-
pen when they are necessary for serious social adjustments (Buluc,
Lungu, and Deac, 2018), In this sense, the Chernobyl nuclear disaster,
the terrorist attack on the USA in 2001, the development of infor-
mation technologies, but also pandemics of infectious diseases, are
events and processes that represent important milestones in the de-
velopment of security culture, both as a conceptand as apractice. So,
the still-increasing development of information and the cyber sphere
refers to the security field, in which cyber security culture has gained

greatimportance.

As it was previously elaborated that cyber security is a broader con-
cept than information security, the same can be said for the relation-
ship between cyber and information security cultures. Also, it should
be said that the concept of information security culture has been
studied for a significantly longer period (Uchendu et al., 2021) and is
more established (Reid and Van Niekerk, 2014). Therefore, it is under-
standable that there is much more knowledge about information se-
curity culture, whichis sometimes uncritically applied to cyber securi-
ty culture. But what is the common acknowledgment of many authors
in the elucidation of these differences and overlappings is the em-
phasizing of the human factor as indispensable while studying cyber
security culture (Gcaza et al.,2017; Georgiadou et al., 2022; Mwim and
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Mtsweni, 2022). An additional explanation of the differences is that
information security culture emphasizes behaviors that comply with
information security policy, but a cybersecurity culture includes not
only compliance with policy but also personal involvement in organi-
zational cyber safety (Huang and Pearlson, 2019). In order to give more
clarity, these authors offer a definition of organizational cybersecu-
rity culture, which means “the beliefs, values, and attitudes that drive
employee behaviors to protect and defend the organization from cy-
ber attacks” (Huang and Pearlson, 2019, p. 6399). However, some au-
thors still think that cybersecurity culture is an ill-defined problem,
especially because of the lack of clarity in the academic communi-
ty about the definition of cybersecurity culture, the lack of research
focusing on measuring cybersecurity culture, and consequently, the
absence of a solution for cultivating cybersecurity culture (Gcaza
and Solms, 2017). Regardless, what is indisputable is that cybersecu-
rity culture is necessary for encouraging acceptable user behavior in
the reality of cyberspace (ITU, 2008). Additionally, other authors think
that the process of raising a cyber security culture could function as
a self-learning process for organizations by producing valuable in-

sights regarding organizational values, norms, etc. (Karyida, 2017).

In the understanding of cyber security culture, some authors adhere
to Schein’s model of organizational culture and argue that cyber se-
curity culture consists of several layers: artifacts, espoused values,
tacit assumptions, and their respective contents (Reegrd, Blackett,
and Katta, 2019). Actually, these authors are speaking about organ-
izational cyber security culture (according to their understanding of
cybersecurity culture as a sub-component of organizational culture),
but they remind us that cybersecurity extends beyond the organiza-

tional boundaries, and therefore, research on the influence of factors
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external to the organization on cybersecurity culture is needed. Fur-
ther, they state that key practices for developing cybersecurity cul-
ture resemble those highlighted in the literature on safety culture:
management support, policy, awareness and training, involvement
and communication, and learning from experience (Reegrd, Blackett,
and Katta, 2019). Other authors also follow this line of thinking, rely-
ing on Schein’s model (and adding knowledge as a fourth level) in de-
fining firstly information security culture and then arguing that cyber
security culture consists of the same components but with a bit of
different content due to the different contexts in which the cultures
foster (Reid and Van Niekerk, 2014). More specifically, information se-
curity culture is cultivated and managed within insulated organiza-
tional contexts, which are relatively well controlled environments
with relatively predictable user behavior, activity, and profile sets. On
the other side, cyber-security culture would be cultivated within a so-
cietal environment that would likely be less controlled (Reid and Van
Niekerk, 2014).

A comprehensive model of cyber security culture entails two levels:
organizational and individual, divided into different dimensions. The
organizational level is divided into the following dimensions: assets,
continuity, access, and trust; operations; defense; and security gov-
ernance. Individual dimensions are attitude, awareness, behavior, and
competency. Each dimension consists of domains with distinctive ap-
plication areas and quantifiable indicators (Georgiadou et al., 2020).
For Da Veiga (2016), cybersecurity culture should ideally be fostered
at all levels, including individual, organizational, national, and inter-
national levels. In this context, it is an interesting attempt to define
cybersecurity culture from the perspective of strategic culture (Tzi-

arras, 2014). Actually, this author starts from the broader framework
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of the changing concept of security and focuses on cultivating cyber-
security culture on a global level through multi-leveled collaboration.
So, he defines a security culture of multileveled cybersecurity “as a
body of collective (non-state, sub-national, and national) attitudes,
patterns of behavior, and beliefs, as well as conceptions of (cyber) se-
curity, shaped based on the need to secure multiple referent objects
against various cyber threats, which would influence cybersecurity
strategies” (Tziarras, 2014, p. 330). Regarding the previous criticism
about the lack of methodological solutions in measuring cyber se-
curity culture, the meta-analysis of cyber security culture research
shows that not all studies aim to provide a method in which securi-
ty culture can be measured or assessed but to present a framework
or approach in which a security culture can be built and maintained
(Uchendu et al., 2021). Moreover, this analysis found that question-
naires, surveys, and interviews are widely used in measuring the level
of cyber security culture (Uchendu et al.,2021). Of course, as Uchendu
and colleagues emphasize, any proposal of a framework at a concep-
tual or theoretical level should be carefully considered regarding the
possibility of assessmentin practice. So, they add that there is aneed
for testing and evaluation of proposed security culture approach-
es and frameworks to provide real-world evidence of their efficacy
(Uchendu et al., 2021).

Finally, it can be said that the operationalization of cybersecurity cul-
ture also depends on the specific perspective of researchers and con-
texts of application, but as previous analysis has shown, most authors
agree on some key elements of the concept. Certainly, the integration
and communication of different disciplines will potentially contribute

to a better and more precise determination of the concept.
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Reciprocal Determinism
Model of Safety Culture’

The reciprocal determinism model originates from Albert Bandura’s
Social Cognitive Theory (SCT), which subscribes to a model of emer-
gent interactive agency (1986). Bandura describes triadic recipro-
cal causation or triadic reciprocal determinism as a model in which
“action, cognitive, affective, and other personal factors, and envi-
ronmental events all operate as interacting determinants™ (1989, p.
1175). Respectively, he explains it by the fact that persons are neither
autonomous agents nor simply mechanical conveyers of animating
environmental influences. Rather, they make a causal contribution
to their own motivation and action within a system of triadic recip-
rocal causation (1989, p. 1175). Even though these factors operate as
interacting determinants that influence each other bidirectionally,
Bandura empathizes that it doesn’t mean that the different sources
of influence are of equal strength, nor do the reciprocal influences

all occur simultaneously. Actually, some influences may be stronger

1 Inhisresearch onreciprocal determinism, Cooper used the term safety
culture, so original term was kept, but when reffering to the cyber
context, it will be used the term security culture. Namely, as a key dif-
ference between the concepts of safety and security, and thus safety
and security culture, the literature emphasizes the origin of undesirable
events, which are unintentional in the field of safety (incidents, natural
disasters), and intentional in the field of security (actions that are de-
signed and planned to cause harm, e.g. terorrist attacks, cyber threats)
(Stanarevié, 2012; Mattila, 2013; Sas et al., 2021). However, the greatest
similarity is that both safety and security are part of the overall culture
of the organization (Sas et al., 2021).
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than others, and it takes time for a causal factor to exert its influence
and activate reciprocalinfluences (Bandura, 1999). In other words, this
bidirectionality of influence means that “people are both products
and producers of their environment” (Wood and Bandura, 1989, p. 362).

This interdependence of behavioral, psychological, and social factors
was found to be insightful by some authors as a theoretical and prac-
tical framework to measure and analyze safety culture. Thus, Bandu-
ra’s model of reciprocal determinism was adapted by Cooper (1994,
1997a, b, 2000, 2002, 2016, 2018), to research safety culture, resulting
in what is called the reciprocal determinism model of safety culture.
It contains three elements, which encompass subjective internal psy-
chological factors, observable ongoing safety-related behaviors, and
objective situational features (Cooper, 2000). As can be concluded
from the Picture 1, Cooper defines safety culture as “the product of
multiple goal-directed interactions between people (psychological),
jobs (behavioral), and organizations (situational)*? and actually sees it
as dynamic reciprocal relationships between those elements (Cooper,

2002, p. 32). So, this is exactly where the compatibility between the

2 Originally, Cooper’s reciprocal safety culture model implied this se-
quence: psychological aspects—behavioral aspects—situational aspects
(Cooper, 2000). Later, as can be seen from the attached picture, the
revised model implied behavior at the end. This resulted from his insight
that changes in certain procedures and rules (organizational factors) will
affect behavior change, which will then increase safety performance
and reduce incidents (which will in turn positively affect psychological
factors), rather than the changes in core basic assumptions and attitudes
(psychological factors) will lead to a behavior change (Cooper, 2016).

In his words "The principle is to optimise the situation to optimise the
behaviour. In turn, as the desired behaviours become habitual, the various
psychological factors will become more positive” (Cooper, 2018, p. 51).
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reciprocal determinism model and the nature of safety culture lies.
Additionally, the potency of the RD model for analyzing safety cul-
ture, according to Cooper, also lies in the fact that it provides a trian-
gulation methodology that allows researchers to holistically examine
safety culture as a complex, multi-faceted construct. Thus, the recip-
rocal relationships between psychological, behavioral, and situation-
al factors can be examined with a view to establishing antecedents,
behaviors, and consequences within specific contexts (Cooper, 2000).
Specifically, speaking about measurement, he emphasizes that inter-
nal psychological factors (i.e., attitudes and perceptions) are assessed
via safety climate questionnaires, safety-related behavior is assessed
via checklists developed as a part of behavioral safety initiatives, and
situational features are assessed via safety management system au-
dits and inspections (Cooper, 2000).

Picture 1: Cooper’s reciprocal safety culture model (2016).

¥ _J
Psychological Situational Behavioural
Internal Psychological Safety Culture Significant Safety Safety Culture Measureable
Factors Characteristics Issues Product Outcomes
Values 1N P 1 Supervision That observable degree of Leading & Lagging
1. Beliefs Ha 2. safety systems |—»| 2. Safety Systems | | effortwith which ol |1l Indicators
2. Desirable Goals 3. Risk 3. Risk organisational members 1. Process Safety
3 Transcendent 4. Work Pressure 4. Work Pressure direct their attention and 2. Personal Injury
4. Standards / Criteria 5. Competence 5. Competence actions \proving
5. Importance 6. Procedures/ Rules 6. Procedures/ Rules safety on a daily basis
6. Action Guide ‘ ‘
Attitudes
1. Cognitive
2. Affective
3. Evaluative
4. Conative
Norms
1. Subjective
2. Descriptive
Perceptions

Since the core of the safety culture construct is about “proactive-

ly managing safety, thinking positively about safety, and behaving
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safely” (Cooper, 2016, p. 4), deepening the theoretical basis of the
concept and ways of its practical improvement is gaining more and
more importance. Many authors recognized the potential of Cooper’s
RD model of safety culture and applied it to safety culture research
in various contexts, mostly in high-risk industries. Based on Cooper’s
safety culture model, Choudhry, Fang, and Mohamed (2007a) have de-
veloped a conceptual model of construction safety culture. The mod-
el is anchored in three fundamental conceptual categories, namely,
safety climate, behavior-based safety, and safety system. The mod-
el offers an integrative framework and can be applied to construc-
tion projects to maintain and improve construction site safety. It re-
veals that unsafe conditions can be traced through the site safety
implementation and can be rectified (Choudhry, Fang, and Mohamed,
2007b). Consequently, it appeared that Cooper’s model could real-
ly be fruitfully applied in the construction industry, so other authors
also applied it, trying to even revise and improve the previously of-
fered model by Choudhry, Fang, and Mohamed (Ismail et al., 2009;
Alasamri, Chrisp, and Bowles, 2012).

Based upon a modified version of Cooper’s reciprocal determinism
model, the study on safety culture in the fire service uses two sets of
exogenous variables, labeled Safety Management System and Safe-
ty Related Behaviors, to explain a dependent variable called Organ-
izational Safety Climate (Pessemier and England, 2012). Some au-
thors researched safety behaviors among firefighters and the safety
culture of the department, relying on SCT and reciprocal determin-
ism but without special reference to Cooper’s model of safety cul-
ture (Freaney, 2011). Of course, there are authors who didn’'t explicitly
use Cooper’s model of safety culture but implicitly supported it and

indicated its relevance by studying behavioral, organizational, and
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psychological elements of safety culture in their studies, predomi-
nantly related to the Occupational Health and Safety (OHS) domain
(Fernandez Muniz et al., 2007; Lefranc et al., 2012).

In addition to the evident academic curiosity about the RD model of
safety culture, its practical relevance is also reflected in the fact that
this exact approach has been officially adopted as a standard by the
American Petroleum Institute and the American National Standards
Institute (Cooper, 2018). Additionally, while comparing other safety
culture models and finding similarities and differences with the RD
model, Cooper pointed out that it would appear that the reciprocal
model has some general applicability, particularly as it incorporates
the underlying features of existing safety culture models and allows
both the qualitative and quantitative aspects of safety culture to
be explored (Cooper, 2000). Moreover, as he noted, the RD model of
safety culture encompasses some models, like the “Total Safety Cul-
ture’ model. So, he concludes that the RD model of safety culture has
the potential to facilitate future meta-analyses of safety culture re-
search (Cooper, 2000).

Research Findings:
Application of the
Reciprocal Determinism
Model in Cybersecurity

Culture Research

Table 1 represents the results of the literature review, which aimed

to find cybersecurity culture models based on the social cognitive
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framework, specifically the RD model of security culture. Analysis
revealed that there is no cybersecurity culture model directly based
on the RD model, but there are several cybersecurity culture models
that could be labeled as partially consistent with the RD model. This
conclusion is derived from the essence of the presented cybersecu-
rity culture models. Specifically, elements of these models are reor-
ganized according to three key aspects of the RD model. Of course,
these models do not exhaust all the elements contained in the RD
model, and they differ in their terms and meanings, which is expected
as a reflection of the specificity of the field of cyber security. What
is important is that the elements of the listed cyber security culture
models, according to the logic of their meaning, can be classified as
psychological, organizational, or behavioral factors. This also means
that all authors (implicitly or explicitly through the models used) rec-
ognize that cybersecurity culture necessarily implies the interaction
of these three levels. Also, as could be noted, a group of almost the
same authors explored the same model of cybersecurity culture in
different sectors: healthcare systems, remote working, critical infra-
structure, as well as the energy sector. This is also importantin an ef-
fort to empirically test the model and determine its applicability in
different contexts.

Theseresults could be considered as a part of the evidence about the
relevance of the RD model in cybersecurity culture research. The gen-
eral use of Social Cognitive Theory in cybersecurity culture research
also gives indirect and valuable insights about the potency of the RD
model. For example, SCT has been used to study individuals’ respons-
es to specific cyber security threats, like phishing. Specifically, SCT
was used to examine the influence of the triadic factors of perceived

self-efficacy toward antiphishing behaviors, expected negative
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Table 1: Cybersecurity culture models based on the reciprocal

determinism model.
Cvbersecurit ] Consistent with
Authors 4 y Industry/field RD model of
culture model Ny
security culture
External
influences
Societal
cybersecurity
culture
External rules and
regulations
Peer institutions
Organizational Partially
mechanisms
Psychological
Cybersecurity aspect
culture leadership Beliefs
Performance Attitudes
evaluations Values
Rewards and
punishments Situational

Huang and
Pearlson (2019)

Organizational
learning
Cybersecurity
training
Communications
channel

Beliefs
Attitudes
Values

(at leadership,
group and
individual level)

Behaviors

In-role
cybersecurity
behavior
Extra-role
cybersecurity
behavior

Organizational
context

Externalinfluences
Organizational
mechanisms

Behavioral
In-role
cybersecurity
behavior
Extra-role
cybersecurity
behavior
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Cybersecurity Consistent with
Authors Industry/field RD model of
culture model .
security culture
Partially
Five pillars: Psychological
aspect
Shared national Awareness
cybersecurity
vision and strategy Situational
Shared national
ICTs and related cybersecurity
infrastructure vision and strategy
Kat_:ande_n and Cybersecurity General ICTs and related
Chingoriwo (2021) logislati .
egislation infrastructure
Education and Cybersecurity
awareness legislation
Technology Technology
framework and framework
skills
Behavioral
Education
Skills
Georgiadou, Partially
Mouzakitis and Organizational General
Askounis (2021) level Psychological
aspect
Georgiadou, Assets L Attitude
Mouzakitis and Continuity Crictical Awareness
Askounis (2021) Access and trust infrastructure
Operations Situational
Gioulekas et al. Security Assets
(2022) governance Healthcare Continuity
Defense Access and trust
Georgiadou, Operations
Michalitsi-Psarrou | Individual level Security
and Askounis Energy sector governance
(2022) Attitude Defense
Competency
Georgiadou, Behavior Behavioral
Mouzakitis and Awareness Remote working Competency
Askounis (2022) Behavior
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outcomes from reporting spear phishing emails, and cybersecurity
self-monitoring on individuals’ likelihood of reporting spear phishing
emails. By adding the construct of cyber risk beliefs (CRBs) into the
SCT framework, the research model explained the motivational fac-
tors that inhibit the reporting of spear phishing (Kwak et al., 2020). In
a similar way, Ogden (2021) used Social Cognitive Theory to identi-
fy factors that influence human security behavior and best practices
for developing a cybersecurity culture while focusing on the relation-
ships between 1) environmental factors, 2) cognitive factors (person-
al factors), and 3) their mediating effects on behaviors. Research has
shown that social proximity, subjective norms, descriptive norms (en-
vironmental factors), self-efficacy, knowledge, and experience (cog-
nitive factors) are contributing factors that influence an individual to

perform cyber-secure behaviors (Ogden, 2021).

Additionally, SCT is successfully used in exploring cybersecurity
awareness, which is closely related to cybersecurity culture (Hanna,
2020). Components of SCT were demonstrated to be important con-
cepts for promoting and fostering desired cybersecurity behavior in
organizations across industry domains. Specifically, by assuming that
employees are agents and their behavior and learning are directed by
the triadic reciprocal determinism model, organizational IT leaders
canincorporate adequate SETA strategies (security education, train-
ing, and awareness) and foster environments that promote cyber-
security behavior and improve cybersecurity culture. Consequently,
improved cybersecurity culture and learned cybersecurity practices

could also be applied in the home context (Hanna, 2020).

From the points above, the authors’ efforts in searching for the most

adequate framework for cybersecurity culture are evident. Moreover,
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almost all the analyzed research involved empirical validation of the
specific cybersecurity culture model. In this sense, connecting theo-
retical knowledge with practical solutions for the development and
improvement of cyber security culture will undoubtedly contribute
to this field. Generally speaking, experts in this field always remind us
that collaboration and constant communication between research-
ers, practitioners, academia, and industry are of greatimportance for
improving the body of knowledge on cybersecurity culture and secu-
rity culture in general (Uchendu et al., 2021; Cooper, 2016).

Conclusion

Itis obvious that the application of the RD model in the study of cyber
security culture has not yet caught on, asis the case with security cul-
ture in general. However, systematization of the existing cybersecuri-
ty culture models revealed that the most common elements that pre-
dominantly determine cybersecurity culture are organizational and
individual (which include behavioral in some cases). From a practical
point of view, this should remind us of the role of humans and human
factors in the cybersphere as an emerging part of our everyday lives.
So, the current research could be relevant both for organizations and
individuals by emphasizing that developing and improving the cyber-
security culture is the best strategy to ensure cyber security in such
a fragile digital world, which faces us with threats at work, at home,

at school, etc.

Addressing the research question, the potency of the RD modelin cy-
bersecurity culture research is recognized in the presence of three
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broader aspects (psychological, organizational, and behavioral) of se-
curity culture in all selected models, with varying elements. Moreo-
ver, this diversity of elements of cybersecurity culture actually speaks
about the complexity of the concept and can help researchers con-
sider what levels and elements should be taken into account in order
to study and understand cybersecurity culture in depth.

Relevance of the RD model is also evident in the application of SCT
in a broader cybersecurity context. This lies in the fact that SCT is
the well-established, validated, and mostly used theory on behavior
change, while on the other hand, understanding the human factor, i.e.,
human behavior and its constant interaction with the environment, is
becoming increasingly important for cybersecurity culture research
and practice. Thus, offering adequate theoretical framing of the cy-
bersecurity concept, which is a precondition for its assessment and
practical improvement, is what makes the RD model and, broader,
SCT, worth the attention of researchers in the study of cybersecurity

culture.

Morever, engaging theoretical frameworks from psychology, sociol-
ogy, and organizational behavior in cybersecurity culture research is
in favor of interdisciplinarity in the research and is valuable for “both
sides”. Namely, in such a way, these theories could be tested in a spe-
cific context and thus improve their value, while at the same time
providing insight into broader aspects of cybersecurity cuThe rel-
evanceat are not covered by “more traditional” theories in this field

(e.g., information systems theories).

Besides useful insights from this research, it should be said that the
main limitation lies in the fact that all selected models are partially

consistent with the RD model (based on the author’s reorganization of
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the elements according to three key aspects). The main reason for this
could be seen in the state-of-the-art: the concept of cybersecurity
culture is relatively recent and does not have a long history of study.
Although cybersecurity is a growing field, it is not surprising that no
model directly based on the RD model has been found, as research-
ers are still exploring the field and searching for the most adequate
theoretical underpinning and conceptual framework for cybersecu-
rity culture. So, all findings and conclusions from this paper could
serve as an impetus for the future wider application of the RD model
in cybersecurity culture research. One of the recommendations to the
researchers refers to the testing of existing models of cybersecurity
culture based onthe RD model in order to empirically verify and revise
them and thus come to new knowledge, which would be integrated
back into the theory. Of course, more replicative studies of cyberse-
curity culture, based both on SCT and other theories, from a broader
perspective will contribute to finding the most suitable model of cy-

bersecurity culture.
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